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EXECUTIVE SUMMARY

Missouri Homeland Security Region D held a full-scale, multi-jurisdictional, multi-site, weapon of mass destruction exercise
on April 10, 2004. The exercise, Operation: Regional Response 2004 was held in downtown Springfield, Missouri. The
exercise was the first of its kind known to have been conducted in Southwest Missouri.

Operation: Regional Response 2004 exercised the coordination of response to simulated chemical and biological incidents.

The exercise scenario started on April 8, 2004 with a terrorist group disseminating biological agents along the highways
throughout Southwest Missouri. The local public health departments and emergency management agencies coordinated the
mock delivery of the Center for Disease Control Strategic National Stockpile and the opening of several dispensing sites.

The exercise continued on April 10, 2004 with the coordinated response from Region D’s four Homeland Security Response
Teams (HSRT) and two Forward Regional Response Teams (FRRT) to simulated gunmen and explosions, as well as the
dissemination of chemical and biological agents. The scenario was conducted at three sites simultaneously within downtown
Springfield.

Operation: Regional Response 2004 came to a conclusion on May 1, 2004 when members of the regional VVolunteer
Organizations Active in Disaster (VOAD) assembled and held a tabletop exercise to discuss their response to such an event.
The tabletop addressed the immediate response to the event, as well as the long-term recovery needs.

This After-Action Report is the compilation of evaluation data collected primarily during the WMD response phase of the
exercise. The suggested actions in this report should be viewed as recommendations only. Each agency should review the
recommendations and determine the appropriate action and the resources needed (time, staff, funds) for implementation.
Strengths

Key strengths identified during the exercise include the following:

e The planning and coordination that has gone into the exercise has been pivotal in bringing agencies together and
identifying issues related to preparedness and response to a WMD incident in Southwest Missouri.

e The Regional HSRT’s were able to successfully mobilize, deploy and employ their personnel and equipment in a
coordinated response.

o Fire, law enforcement, emergency medical services, and explosives ordinance disposal components of the HSRT’s were
able to setup, use and evaluate personal protective equipment, decontamination equipment and monitoring instrumentation.

o Members from all the participating agencies had the opportunity to function in a Unified Command structure that included
participants from local, State, Federal and military organizations.

e Policies and procedures for the response to WMD incidents were successfully tested and validated and/or identified for
further discussion.



Operation: Regional Response 2004
Areas for Improvement

Through the exercise, several opportunities for improvement in the Region’s ability to respond to a WMD incident were
identified. Major recommendations include the following:

¢  Continued training should focus on the Incident Command System (ICS) during WMD scenarios to include transmon of
site command to Unified Command, termination of command and Unified Command / EOC interaction.

¢ Communications and interoperable capabilities among neighboring jurisdictions should continue to be enhanced and
_regional standards and protocols need to be developed and exercised.

o  The deployment and utilization of the HSRT teams should continue to be studied, specifically the disposition of the HSRT
when an event occurs within its jurisdiction.

Subsequent exercises should test specific improvements instituted as a result of this exercise and should include a focus on
command and control functions, as well as, on communications.
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Operation: Regional Response 2004

CHAPTER 1: EXERCISE OVERVIEW

Exercise Name
| Operation: Regional Response |

Duration
| 9.5 hours |

Exercise Date
| April 10, 2004 |

Sponsor
| Springfield-Greene County Office of Emergency Management |

Type of Exercise
| Full-Scale Exercise |

Funding Source
State Emergency Management Agency
7™ Civil Support Team — Missouri Army National Guard

Program
Homeland Security Response Team

Focus

_X__ Response
Recovery
Prevention
Other

Classification

_Unclassified (U)

_X__ For Official Use Only (FOUQ)
By Invitation Only (10)

Scenario

_X__ Chemical release or threat (C)

Biological release or threat (B)
Radiological release or threat (R)

Nuclear detonation or threat (N)

Explosive detonation or threat (E)

Cyber (Y)

Other / Specify (O) - Gunmen and hostages

AH e
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Location

Operation: Regional Response 2004

Springfield, Missouri

Co-sponsoring Organizations

Local

Greene County
Branson-Taney County
Jasper County

Newton County
Vernon County

State Agencies

State Emergency Management Agency

e Missouri State Highway Patrol
e Missouri Army National Guard
« 7" Civil Support Team
Contract Support

Davis Defense Group

Number of Participants

Players / responder: 344
Role Players / hostages: 43
Controllers / support: 52
Evaluators: 21
Observers: 53
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Operation: Regional Response 2004

CHAPTER 2: EXERCISE GOALS AND OBJECTIVES

Primary Goal

Goal 1: Develop an exercise of sufficient size and complexity to test and validate the Homeland Security Region D WMD
response teams.

Objective 1.a: Validate the plans and agreements for the mobilization and deployment of the regional WMD response
teams.

Objective 1.b: Assess the interoperability capability of the regional WMD response teams.

Secondary Goals

Goal 2: Evaluate the ability to effectively apply Incident Management System principles during the response to a WMD
incident.

Objective 2.a: Demonstrate the ability to make an initial assessment, secure the perimeter and make proper natifications.
Objective 2.b: Demonstrate the ability to designate an Incident Commander and to establish an Incident Command Post.

Objective 2.c: Demonstrate the ability to effectively transition from Incident Command to Unified Command.

Goal 3: Evaluate the ability of the EMS personnel to function as part of the HSRT.

Objective 3.a: Demonstrate the ability to provide immediate basic and advanced life support to HSRT members in a hostile
or contaminated environment.

Objective 3.b: Demonstrate the ability to establish a triage and treatment site outside of the hostile or contaminated zones.

Goal 4: Evaluate the ability of the HAZMAT Team to control and contain a spill or leak resulting from a WMD incident.

Objective 4.a: Demonstrate the ability to use air sampling, chemical detection and monitoring equipment available to
detect a CBRNE agent without endangering any responder.

Objective 4.b: Demonstrate the ability to establish hot and warm zones around an area of contamination.
Objective 4.c: Demonstrate the ability to set up and operate the decontamination tents.
Objective 4.d: Demonstrate the ability to perform formal decontamination of personnel exiting the hot zone.

Objective 4.e: Test the interoperability of the HAZMAT Teams with the Bomb Squads, 7" Civil Support Team and other
agencies.

Goal 5: Evaluate the ability of the Bomb Squad to render safe explosive devices in a WMD incident.

Objective 5.a: Demonstrate the ability to locate and identify all explosive devices.

Objective 5.b: Demonstrate the ability to evacuate the danger zones.

Objective 5.c: Demonstrate the ability to establish a safe zone around all known explosive devices.
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Operation: Regional Response 2004

CHAPTER 5: ANALYSIS OF CRITICAL TASK PERFORMANCE

Task #2-1: Dispatch first responders and establish initial communications.

Issue: Notifications of key personnel were not made.

Summary of Issue: Key individuals such as the Fire Marshall, Police Division Commanders, Public Information Officer and
others were waiting to be notified of the event. Units from the various response agencies had been dispatched to the scene, but
the key individuals from those agencies were not notified of the event. The key individuals self activated and reported to the
scene on their own.

Consequences: Lack of direction and control of the critical public protection operations.
Analysis: In a real world event, the key individuals would not have prior knowledge of an occurrence (such as was the case in
this exercise). Not providing timely notification to the key individuals may delay certain actions and functions and ultimately

negatively impact the overall operation.

Recommendation: Protocols for alerting key individuals should be established or reviewed. Priorities should be developed to
determine who needs to be called and when.

Action: Each agency will review their SOP/SOG’s to ensure that proper alert notification lists are included and prioritized
accordingly. The Emergency Management Director will compile the lists and ensure that they are updated regularly.

Issue: Communications capabilities were not used effectively.

Summary of Issue: Responders were not able to take advantage of the capabilities of the 800 trunked radio system, talk
groups were not used effectively, interoperability did not function as expected with other jurisdictions and no effective
coordination was attempted to address this problem.

The cross-band repeaters in Greene County were fielded two days prior to the exercise and the responders were not trained on
their use and operation.

Consequences: Lack of overall coordination, duplication of response efforts, and mismanagement of personnel and
equipment.

Analysis: A variety of communications methods were used during the exercise. This was done to test their functionality and
effectiveness, as well as for redundancy. Cross-band repeaters were also used to link differing communications systems
together.

Individual agencies did not have difficulty communicating with the 800 TRS amongst themselves. Working as part of a
coordinated WMD response with multiple agencies and multiple jurisdictions is what caused a lot of the confusion. The
system has many capabilities that can facilitate the communications process during any event. Cross-band repeaters also add
capabilities that can assist in patching agencies together during such a crisis.

The amateur radio operators also played a key role in communications during the exercise. During the exercise they flawlessly
provided the communications structure for the exercise controllers to conduct the exercise with.

Recommendation: Discussion on developing the regional communications capabilities needs to continue. A regional
communications plan should be developed and communications capabilities should be enhanced to cover the entire region.

Action: The WMD Planning Committee will establish a Communications Sub-Committee to analyze regional communications
and to draft a communications plan.
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Operation: Regional Response 2004

Issue: Communications were not being coordinated with the Emergency Communications Center.

Summary of Issue: Response agencies were not communicating effectively with the Emergency Communications Center
(ECC). The individual agencies were assigning their own communications channels, agencies were bypassing the ECC when
requesting dispatch of additional assets, and no coordination was done through the ECC for addressing the communications
issues.

Consequences: Lack of adequate communication and coordination of response effort.
Analysis: The ECC is a critical function during any crisis response. Agencies need to work with the ECC to coordinate
communications during the event. The ECC is able to patch different agencies together, assign channels and talk groups relay

messages, and dispatch additional resources.

Recommendation: Continue to conduct exercises in which the ECC is included and ensure that proper communications
protocols are followed.

Action: The ECC will disseminate to protocols for handling communications during a large-scale, multi-jurisdictional event.

Task #2-3: Detect and identify agent.

Issue: Good cooperation amongst the agencies was instrumental in the response effort.

Summary of Issue: The magnitude of the scenario was that no agency was able to handle the response without requesting for
assistance. The initial responder’s foresight to recognize that this was going to be a multi-agency effort, and their willingness
to request assistance is laudable. During the exercise, large municipal departments cooperated with rural departments, as well
as military and other agencies.

Consequences: Effective mitigation of hazards.

Analysis: Ina WMD event, cooperation amongst different agencies is essential. Mutual aid .

Recommendation: Continue to conduct multi-functional, multi-jurisdictional, training and exercises to build on the
interoperability and cohesion of the different agencies.

Action: WMD planning committee will establish a schedule for conducting regional training and exercises.

Task #3-3: Direst and control response operations.

Issue: Staging Area Officer was overwhelmed.

Summary of Issue: The numbers of personnel and apparatus that arrived to support the exercise quickly overwhelmed The
Staging Area Officer. Furthermore, conflicting requests for equipment were being received from multiple Command Posts.

Consequences: Lack of effective control of resources available.
Analysis: The Staging Area Officer is a critical function during any large-scale event. The individual assigned to manage a
staging area needs to be very familiar with the Incident Command System, how to operate a staging area and how to direct the

staging area staff, responders and volunteers.

Recommendation: Continue to conduct ICS training and staging area operations training and exercises. Ensure that all
Division Commanders, Fire Marshals, etc. are well versed in staging area operations.

Action: Each agency will incorporate staging area operations into its regular training schedule.
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Operation: Regional Response 2004

Task #3-14: Provide emergency public information to media and public.

Issue: Unified Command did not make good use of public information.

Summary of Issue: Even though they were available, Unified Command did not make use of the Public Information assets
during the exercise.

Consequences: Panic and confusion amongst the general public.

Analysis: The Public Information Officer and the media are key players during any large-scale incident. Making good use of
them is critical to disseminate accurate information and to assist in the coordination of efforts. Informing the public of current
events, preventing panic, providing guidance and directing volunteer and donation efforts are all critical functions during such
an event.

Recommendation: Continue to incorporate Public Information into future training and exercises.

Action: None.

Task #4-1: Isolate incident scene and define hazard areas.

Issue: Perimeters were not coordinated effectively.

Summary of Issue: Even though perimeters had been established, responders drove right into the hot zone at the Police
Headquarters site. In another instance, a Red Cross Emergency Response Vehicle drove right into the hostile fire zone at the
L.E. Cox site.

Consequences: Loss of valuable resources, including possible injury or death of responders.

Analysis: Agencies need to cooperate in the establishment of perimeters, i.e. HAZMAT, SRT and Bomb hazard areas.
Incident /Unified Commanders need to ensure that these perimeters are clearly established, conspicuously marked and
communicated to all responders and to the public.

Recommendation: Continue to conduct multi-agency exercises that include the establishment of perimeters.

Action: None.
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Task #4-2: Establish Incident Command/Unified Command..

Issue: Incident Command / Unified Command did not run effectively.

Summary of Issue: Several single agency Incident Command sites were established at the sites. There was no clear transition
from Incident Command to Unified Command. When an agency terminated its Command at the site, there was no clear hand
off of command. Unified Command and the Incident Commands at the sites sometimes conflicted each other.

Consequences: Lack of cooperation amongst agencies and of an ineffectively organized response.

Analysis: Command and control are critical to any operation. In a large-scale response such as WMD, an ineffective
command and control structure can impede the response effort and can ultimately lead to injury or death to response personnel
or civilians.

Recommendation: Incident Command needs to be made an integral part of all responders training curriculum. Furthermore,
responders and field commanders need to be able to establish and work in the Incident /Unified Command structure. Exercises
should be planned that focus on this function alone.

Action: Each agency will include Incident Command System into its training and assign representatives to participate in multi-
agency Unified Command training.. All Division Commanders, Fire Marshals, etc. will be given training and practical
experience in the use of the Incident /Unified Command System.

Task #4-4: Maintain Accountability of Responders and Citizens.

Issue: Check-in and credentialing of responders worked well.

Summary of Issue: A check-in and credentialing area was established at the staging area. All responders, media
representatives and staff personnel were issued site access badges. The process was time and manpower consuming.

Consequences: All responders and staff were accounted for.

Analysis: Accountability of personnel and access control to disaster sites are critical functions that will be integral to any
future large-scale response. Controlling who is in or around a disaster area and checking their credentials will have to be
planned into the response and implemented by the Incident Commander.

Recommendation: Continue to include credentialing as part of all future exercises.

Action: None

Task #4-9: Dispatch Bomb Squad.

Issue: Response Protocols for Bomb, HAZMAT and SRT teams were not established.

Summary of Issue: Response actions were delayed due to multiple hazards (gunmen, chemical and bomb) present at the site.
It was decided to have the tactical situation stabilized first. The Bomb Squad and HAZMAT teams had to wait while this was
done. The SRT did not have available all the required PPE for the chemical environment.

Consequences: Lack of ability to handle a multiple hazard scenario.

Analysis: The Bomb Squad and HAZMAT teams both stood around while the SRT handled the tactical response. The SRT’s
did not use PPE for chemical environment.

Recommendation: An agreement needs to be established and capabilities enhanced for dealing with scenarios that include
more than one threat.

Action: Representatives from each agency will assign a committee to draft recommendations.
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Task #6-3: Provide emergency triage, treatment and stabilization.

Issue: Medical units were not getting updates.

Summary of Issue: The field medical units were not being given updates on the situation or the needs of the responders.
Consequences: Medical care and treatment may be compromised.

Analysis: EMS needs to be kept informed of the response plan and any pertinent medical taskings. The Incident /Unified
Commander needs to ensure that an EMS representative is on his staff and that issues of medical care of responders and
victims are addressed.

Recommendation: Include EMS in the Incident/Unified Command planning process. Establish a medical operations plan.

Action: EMS team leaders will assign a committee to establish a medical operations plan.
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CONCLUSIONS

This was the first of its kind multi-jurisdictional, multi-site, full-scale, regional WMD exercise known to have been conducted
in Missouri. The complexity of the exercise truly challenged the command and control functions of responding agencies.
According to several participating agencies, including the 7th CST, this was the most far reaching exercise in Missouri that
they have seen.

Davis Defense Group, the contractor that assisted in setting up the scenarios for the exercise and in the preparing of chemical,
biological and IED simulants, was instrumental in the HSRT teams getting realistic training with their detection equipment and
in making the exercise the success that it was.

Finally, the true benefit of this exercise was in the ability of all the agencies to be able to come together to plan for such an
exercise and to discuss coordinated response protocols and procedures. Lessons learned from this exercise will help prepare
the region in responding to any future event, and to improve the communications and coordination among all the participating
organizations.

OPIBALIONBLGIONAL-RESPONST..
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